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lnviewofabovc, rhe lcrAl UnivernyTripura hs Foposes ns ll poti.y,lhal will also work as
.ou6e ol action lbr usina Urile6ily\ conpuing facilities includins compuler hardwde,
softMrc, cmail. nnrancl and inlemet access, FiEwatl cotleclivetv caued as --r.ibmarion
.c.l'ulu;) ll' id I 'ei' lle I n\ej:.U Il'poll) +.t. on-rkk .r..njr). \atltu,
p'1 ple\. -r...cCie"Jnd po ion. '.1,.\e oe b.oad tt L p.!

r_unhs, n will scr direction nd pmvide infomariob aboul acceprlbte acrions md pDhibited

To Whom it applicable Unilnsny IT policy apFties ro alt U.ivcsirl Teachin8
Dcpanncnts, Cente6. Libfuiesj rrosteh and computer cente$ whtreld lhe nelwork faciliry i;
prolided by lhe Univesiiy. Compule^ owned by rhe individuah, or rhos oMcd by Ese ch

menrioned guiddina Fuither, all the laculty. sudonrs, srafl depannenlr aurhoiz;d
vnioF\rrrns .a.L'\ ,ld o$e6 rlo qr.t be C.rreJ r.rj..ion r; u.e .h( Ini\eh,.y..
rnlomd'ol echnolog\ rnliarturure rrn conih w.j $eCridcir, \,otcrion. ot;1)
ELrc.lrbyanJrr.ve^r)nemberq'.tre)Jt.rndn,pttrd,lnrion.S,trjrronenocrb)rr
Lnivell) ,r.horiric. 'l Lhe maru 

'r\o.res 
.IcCat 

"c..!n, fic laq 1d) oe Ftened ,o
appropiak lsw cnlorenent a8ency.
'lhe ievGed IT policy is ctdsincd into ao owins Eroups:

' lT Iladwdc and Sonwarc Instattarion & Licensins
' Opcn sourcc Resource Usage
. Nerwork an,l Inlomarion Securny

Appliebh To I All Uscs crcups (UniveNiry authorides,Iacuhy, $udenls. Adminisrarive,
Non-Teaching, Technical and other enployees of rhe UniveNity md \-etwork  dninhrdos.

Erhanced E-Govcrnaoce Sesices: :thc Unive6itv alieadv slarled fcw online serui.e(
ro'i.der.u-r.onheree..Lbmnsor.edr.kario.,de^a;tonquo.,.,,"".H.*",.,,
Univesiry Moasement Sollwde, ERP sotiwec is ro be inplencnred, IT Cenlrc hd kke;
.nir.arne o o$e.ob llav ,ir) Vanaeermr Sofrstuc tvr orc\id 1C .rhan-ed o1t ne r^jce. o
1dcrL. vl\ sepicc. ro rnre6it adnrnisrh. or dro on.Te. . v \er ro orher rnen.tder.

Use ot Sman lD Crrd t sagc: At. usea q I nsve , rrt . .man card ^d.ed on tJ, to, dit
he HN..rt) .cn, a and &.hor.. d.or.. I . ri.t prcho.( e go\.-ar.e dnd br rr d d:C rat
unLvcrs r, De\clop nS !LdeolonterencLns raL t ies.

Wireless lnfraslrucrure aod Applicatiotr\: rn\rm.r, riretcs 1.rort sc!c$,, rhe
.Mpu.'oralor.er,biiloinE,.holelsaldopenrce"rd.d.tn.enrar,olofjn.\ean\5d\icer
o' ddheld dcr.e, ro crtd\e commllj.dion. do,r t'nivch.tr .(mber.. tre t l\eai.J.r.l e\pom &d orovroo rh. reccq.a') ,nt.*',...c rc -ppo. l(q mobit. ,fr LJriors o

-ab;>
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auou Unive^ny nembe$ 10 ue then devices to access inlomalion eylimo ed vwh* in

lP Telephotry lo ltrtegrate Data, Voice ard Video Deliveriesr ftc sav* cosl on

cdbline and rclocalion ol phone lines hon one location to moths Our cmpus nctwork

iilEstinclue has the necessary coleEge, b@dwidlh, resilienc, and securilv 1o support IP

Data Resolrcc CeDtre for e-Governancer Aclins as a data iesource Centrc tbr e-
(:.\-tule en.\.)ro ol'abomre!'\' c\cmn'e'r3!er ' .

T.st Bed for Exptrimental Research: Cresttun orrcst b€d incilnies Jbr cxperimental

Esearch in arcN likc lvncless sensoi nelworks, nultimedia nctworks and pdasile computing'

IT Hardware, Software InstallatioD and Liceming: Unile$nv neNoik us*
coDmunny {i1!havc lo obseNe cenain pre caul ions while gedng fien coDputen or pciphemls

inslalled so rhar hethe nay lace nininun inconveniencc duc to i.rcrruption ol serviccs due $
hardware failurs. Thc inponmt and mddarory slcps to be lbllowcd ai lT hlrdwde installalion

. If rhe coDputer is in$rlled in a room hd ued hy an individul is designalcd s single/peMnal
uscr. It . computer is used by a sroup ol muliple uses, then tbe depanncnl Head will designalc

a pc^on trom that group @sponsible for coDpliece,l1ic lJnivesily qill considcr se e{, nol
di reclly adm in islered by IT Centm as end nser co mpule^,

. ]11e procurcd hardwde musl comply applicable qualny sb.dards. 'lhe bardware idallaion
and conisulation musr be do.e by louowins set noms dd proccdures.

'Neccsstry poNercondilionins, which includes eleclricBl eanhlings d stabiliad power should

be done belorc oy ha.dwee iNlallalion.

. lhc UnilcBiry Ir polic, doos not allov any pnaied/un,uthorizcd sonw!rc instaltarion on ihe

universny owned conDutcN and the computcts connecled ro lhe univesily canpus nelwork.

' A. wuranry & Annual MaitrtcMncc Conrr,d: lne Comturm or any nenvo*ins
equiphenl purchascd by a.y Depdnme.l qill bc prclcrably with minimud 3_ycaron{ile

conpEhdsire wdanty. l'hese equipnenls must be c.vecd undd annual main$hancc contacr
ans the expiry oi sarMry

B. Netsork C.blc Conno.lion :whilc connectins lhe conputcr or peripheral lo the

nerwoik, lhc .onlecting nelwork ca61e should be awly irom My clcctical/electonic
equipfrem. as thcy intcrfcrc with the network comunication. Furthcr. no other

elcclical/electonic equipmcnt should be dratd wilh lhe power supply ftom where lhe
computer and i$ peiphc mls dc c omectcd.

-iffiM*
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a. f,ih rnd }finr Sh inA Facitirh\: l.jh dnd p- +d.rg " cihricq ,r.he .ol p cr o\er
Lro. erro.t a bc i' !4 ted o1t.. rtor ir i. ab.ut ctr rqji.ed. whcn r t,,. aE +,red
'htuLEh 'trrdl. \() .hord be o,occrd x.1oa.. ,ro do,t.o i,t n.dort" (e.,

D. Nononpriue The Univ$iry taculry. soff, ed sudenrs nol complyinc wih $ismouh' I adkue rnsEtauon Do.ic\ wil ted,e rter.et.es trd or ,ei, a' . s^ ot TrqorL.elared probtcn.. qt,t uLtd rc.rL il d,masco { to, e.. irope,.ote,o"p:ieiasrl'0s ir oro-p'odrririU. SLcl .oroll.. ilr.rocpc.h.rEo o nrilo,.-olnediol AnJ coroL.e pu..nasc. mc,lc b\ rhe .rdn,JLat 0"i.r..n.. p,q*r * rb.Hhn.certuy rensed aftnm r.pera.jlg r.rcr ari\i.1":JRqae rd nelcsdrappr*lrc. {riqamt inndled Rerp.cl.ns rr,nri- prry tow.ot r\c(Lnh.,,:
Uri.er.i \ ll ml, y doe" ror lt.o*,.) oi"d, o LnaLJ;n; "o""*" t,",,.t.i;;;" l;;ulrearL), ttqed comburcF ud .he conn,retr .onne..cd .o Lle rn..er.iy.ampLn-roa. t. (a- o,Jn\ sr.n in q I nod ne dcprnenr plnaD r.oe ona l) E,bor,_b.c jo, dny p mkd soiqae.n:!t.ed or rlc co"p,.^ to',..a .n .t",
deD.lnenr ind \.,lLats' tuomr pretem..e w.I oe Eivo. .J in.,t' d dtr optr \o tr.;
sonwaE products wherever it is appli.able.

.l_oJr:ditr3 sy(m ond ik Updarinc: sjne.o oebo1" rsel ro ma\c .ue rha, Espelrn.tomprei, sJrem, in"Lll Lpdded opo,al.ng ")lem qrh n<p\ri.e "_,." p,.,.p",".",,mnrLldl. uiLh \\ 'dor. b6e,l o: L5.e.r .ep:.e pcct.pd(he. Lto j0 fiirn! b]s. d
cEnrrud,,t) de..do. .vi.,..,n.th.osir.d;.,a,

avr, JbLe on o rc'atqebsirc!tcu etrl.trqrllb!u\o s
1.pu.ib'-rro€.b^r+Jdks,-oel-artJ.p,etemb\onlcnaqee\..n.!cBr)er.ol.ore,re
n\"ni obf soLrce50rlutu.\icha. Lrnu openor.\euh..<rer
pos\iblc.

h) Anriviru\ Sofrsare rnd ill I pdaringr \ I .orp,.er nqem. L!e,.t .n r.c unr\.r. rv qitl!\e dln Ir'-.ottud.( intu (d. and.l,hou d be,. . e 6 ar r.m+,.e .ret. psonai, f .

:l:-":1-:11 '.)':. ri|dcresbor.rorer^.^eepilrrneronourcrs).rcn,omprhlrrjrh,h.

l i\idJ.t.e-rs:horldmate\LkLhar.e\pec,tre.onp.er.Jremsnave. jftn, !ir!prctcron !o"*are jl. rtcd ad rn" nurncd ,nd i, rho rid oe nn1"g co.r...'. Ih",nr\,.,.qnq,c,1d a u. ns or d conprei n* m c,rr mhmeo ;; il.ir, ;";# I ;ir-elr{ or r.rculoo(prc.Lred".oep61renrte\. c$Rrro.Lo...n.on'r.Nroe.cglarty

c) Baclup olDrh: Uf,r sho d per{om Eexh bfkl6 or .\eir v,td. ,la d V:rus n,e.rion)u rn uc\ rcy @m on d mdr \ rduat! conpurer Wi.hol, propcr oac" up) Hovep or Jenrovc.ArrerineoiOSireathhor.irsad,i,edrhaihecomp;dihard;,
Danammd rr'o lqo rorLrci rJDia ) c d D. 05 tuo o*ei $ftvaF shouto be ol c da\e e;uso . dda trtr,o rhc D dri\. In cae ot dy \.ruq probn. sene.at) onty C ,otre s;i"
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not a lbolprcof solurion. Apan rron rhis, uses shoutd keD rhen vatuablc dala on srii,l].LB.L 
'odelcei cl ".IlopDJ., Dorp-o,,!e,

lcf Al Univetsilv/TrrPlra
Kar,.:arrr:, :rlTiipura'

d) Noncompliarce: I'e lctAt t ni.eFi v lipm,,.L r). ratj. ",!denF ro, (, mpJjlglih.l . sor je ir".l.dion po ,) .tt tcave.hensche.rnd olH", rsl ol \ tu, nd;n;rhich.oul resL I in dadsed o.tu$ fitcs inoF.abte.onp rer E.u L. .n tos or p!drtivirJ
Jr:nd.vdLal, oep"ahen.o!cren dr I niLeR r) te\e'. (L.h tompL.e, d16 wjltbe o,fed rincro.'rc .nJ vil' be ro\ jsd ed e'! hc'p.o ro.tov loae.r..eps

IT Centri lnterface: tT Ccmre upon li.dins a non comptiam c.dpuler affccrjng rbc
nc.wo'\ qi.l rr'r) rhcird\d,Jt tron..b.e rh.ouJ lsoecr.;c -Jd otdepdrlenr b:rf
.vqcm c0d a.t l\n ir beboLchr inro,orptran!e rLrhj.or:ficariJ-{.Ioedo.e._q
cndiltleDhone.tneind.vdLdt-seRwt.toIou-up.rnorificar,onrob!cena,rrnar
hF hc omol e. tsain, necc$drt corpt dce e, C\nne w r'o\ide Ed.dr e a.

ccded ror $e ind'\jdual ro so'n comptiMLe

Open Sdrcc Recource Usagcr nrc Urv...ir) ha. dir )\ to.osed .he po.r) ot
p,J\id.r E Il icr\.!e- ro | 

^eF 
s"drt) s:rr o-en .oll o oo d.;C ").rem ptarjor, herc,ll i-s *^.-, se Lsns d.frc? nJ\or ot LjnL\ opeBlrns ",, n ,na op", .o".. ,oo .

-\eil.6lc Jn rni. p,r om. t. .e0re.in.e r. .n.ebr,o, hd, orcno-d rhe LqC; or Linu Os ,n
scrver rcom.lT Centervill always prcvide
rechnical suppon to olher depanncnts who re wiling to use open sourcc sol.lme.

)"-:+,..dlntorm-ariorsecurirl:,helrmf,.{.dcNe,r.,"-o, 10...\.rr p,ouJ\o'l.,Lrr.lpUniear).re.cr.or, heEaho. Js rncNcrqor\.cr1.rrhro,C.
an authcnlcated nelvod( access oonnocrion or a vinuat privare Netwod( avp$come.rion witl
beEo\e.eo ron Lel'rire^.U lt po,r). t\e .er,cu,t.be!oo.o,dungtor teonsoirg
mainrenan.e dd \uDoon ofthe NcMrk e\ct'rtrioit.c
apprdior 

.Probkm" r hjn rl.c tnncri.r'" neruo,\ qi.l bc ,.poned ro .. I cnu. o)dcpdmcr. IT Cnr . !rttrcfl ) Eponcd prcotcn. ro !nrLrc.-.ti,. *,",,..". 
",,,.r)i,) lP Addrcsrng Sthcmer tt.(rrrc%.atrc_d\ oTt.dcoM t_dd,eq,!:!hen. trrlii.edd.c..-ur.henoeJ.nUtD'!at.o.arco.pootorp,\aretpado.6s ..irrcurt n,rnk_n

\en.rdll)HrPsc.vc lord\lrL lP ado.er at.ocdr,on b..no,.roja.connl.er. Any., mpL.e,
in a UT, comcoed b rhe univenity nelpork will hove tp addre,. only i,o. un addre",'pool

b) DH( P,nd Proly ConnCurarion bJ tndivrdurt Drnann.bh /Usersr L,e ot_1) ,o rpjte.
r cnd u.or luca o' pi a D.''t seruc, cJ.no-rN.{"iSt r ,di\iob. r tnbmdlFr.buhrC Iao,lre!.r.olbt. o. rlj\". r )1o rtd r h.,5 oeav.,oed.as,*coridc'ddbsore\jo"onort""dJ,era'ta.uonpot.,.".",r,.g,i,"".....*p.,1,;

al erJ u$r o.diol ro inr- Tjt..p, omo,.c.. norto -, U. p"r r.a ..,r,,iy.
.or,isra'iororprcx).etrei"stur.dJlsobca.oidco...ir.0a\ nrr.*;,, rt.,.."c._U-]ll -c1? Nlr-ololidco o rtre tp ,dJre.s alt ,cJrio , p. ,.) {i.t re.rr rn di..or(rins rrpol I'om sf '.t,rcf .oToncl n. ono.!r.d ro h. rc.so.t ( or r. 11 Lit bc .$rored anel
rocciling Mitlen assuance of cohptiancc ar.to lhe concened dcpdlhen/uscr.

I



c) Running Network Seniccs on the S€de^: Individual departmenrs/i.dividuals comeclins
to rhe univdsny ne.vork over the LAN ndy ru. sc f sonwee, e.g., HTTP/Web scFcr, SMTP
sener. FTP scivcr. only afier bnnsing n lo lhe knovlcdse oflhe IT Cemei in wnine and aier
mccli.! thc rcquncmenls olthe univesily Il policy lor runnnrg such scrliccs. Non complimcc
wnh $is policy will be treated dtc.l liolation ofrhc univeNily Ir poli.y. This Nill rcsuh in
{cftrnarion olthcirconneclion ro &eNctwork
lT Ccnler €lcs no Esponsibility lbr rhe contcnt ol machines conic.rcd to tbe Networr,
Egardlcss ol those machines beins UnileNily or pesonal proDedl. IT Ccnter will be

consirained !o disconncct clicnt nachines where poicnli,lly damasinE soliqare is found b exist
A cl icfl machine nay al so he dhconncclcd ifthe clienfs a.ivily adve6ely afllcis Lhc Netwo*s
p$lomance. Access lo Enotc nclsorks usins a UnircBny\ netwo* connerlion fru$ be in
conplimle wilh all policics and nrlcs ofthose nelqorks. Thh applics lo.ny and au nctr.rlr ro

which re Universny Ncr"ork connccs. Univesn) .elwo* and .onpurcr rcsources arc n.r 1!

be uscd lbr personalcommcrcial puryoses Netuork tailic will bcnoniroled Iorsecuilyrnd 1or

pcilordance reasons at IT Center. lmpcisondrio. oran aulhorizcd user while connecting to lhc
Ncrwork k in dnect violalion md qill esull in lhc leminarion ofthe conneclion.

d) Di,l-up/Brordbnnd Conncctionsr Dnd user conrputer slsleos rhal m pd of dre

Unilersny\ caiNs widc ncr*ork, whctho unileBny s prcpeny or pcnonal Prope,1y, should
nor be used lor dial up/broadband connections. as n riolatcslhc univemity s secunly b! way ol
bypdsnrg the fiEwaUs dd orher n.rwork monnorinC scncs Non- compliancevith finpoLicy
may result in wilhdEwine rhe IP ad&ess alloned b thar..mpurcr sy$cm. Depanmenls akeady
havinE broadband conneclions should inlom IT center abour plblic/rivat lP addEsses they !re
usins aid they mun take ulmoe c!re !tr prelent any unluthon/ld access in rhe neruork.

r) Wirclcss l-ocil A.oi Nelnorkingr Linivcsily is having policy olconlrollo blsed !,ntus
Bidc \riFi nel*o* and liLnhd. n isb be cxrcnd.d $nhi. xcMc,nic lLrildinls lhelampus\\'i
Fi nc[vo is cenrally manased by lr Ccnlcr. I]ach sircl.$ a..css poinr ds wcll rs cnd us.r
robilc device comecied in wi Fincnilrk Dusr be resNrered
with Il Ccnrcr includins point ol conlact intomalion. This poUc! applics to us$ olall UTDS
and olher seclios of universny. School. depanments, or divisions nd$ n.1 opcmrc wneless
lo.al dca ncr$orks wilh unrcsfticred access. Netwo& scce$ must be resric&d cithcr via
au$onacarion or MAC/IP addrcss Estricrions. Passwords and data m usl be encryp(ed.

f) Intcrnet Bandsidrh oblained by Oth( Deoarlhc.ts: l.tdnci bandwidrh obtained br any
depanmcnl ol lhe unilesity under anl research prosraD/projecl should ideallt be pooled wilh
$c unilcsny\ lntcmcl bdd{idlh. and bc ticaled as uniletsilyt commoD resouee. Under
pdricLld circumsh.cs, which prcvcnt any such pooline vilh the univcsity Intemel bandwidth,
su.h ne$o* should be lorally sepdarcd lrom thc unilcrsitrt campus nclwork These networks
should us sepdrale lP dddrc$ine scheme Md should hlte ncccssaiy nctwork sccurny measurcs
nr accoidancc ro uni!e6il) Il policy. The nctwork details rvhich includc ne6,rrk ddsi!. and thc
lP addrcs schcncs may bc submincd ro ll Ccnr$. !oi-coDrplidncc 1o this t.licl silLbc dir.cr
\jul4r., r uirhe rn..e'v'r' ,(''ryao rl

g) rinnil Account Usc tolicy: Universny lT Ccntcr hds insallcd c-nail scnice for ils laculry,
srall and unilc6iry .dmnrislraloB wilh url: hnp//mail iutipura.cduin It h recommended 1o

-4*-AievlE cnancellor,
ICFAI Univ.r!itv,Tnpu6
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